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1. llesiu ocBOEHUSA TUCHUIUIMHBI (MOMLYJIA)

LensiMu ocBOEHUSI TUCHUILIMHBI (MOIYJs1) siBsieTcsl opMUpOBaHUE Y oOydaromuxcs Ie-
JIOCTHOTO IIPE/ICTABIEHUS O COBPEMEHHBIX OPraHU3alMOHHBIX, TEXHUYECKUX, AITOPUTMUUECKUX U
JIPYTHX METOJIaX U CPeJICTBAX 3alllUThl KOMIIbIOTEPHON MH(POPMAINH, UCTIOIb3YEMbIX B COBPEMEH-
HBIX KPUIITOCHUCTEMAX, 3HAKOMCTBO € 3aKOHOATEIbCTBOM U CTaHJApTaMU B 3TOH 00JacTu.

[Ipu ocBoeHNM JAaHHON AUCUUIUIMHBI (MOIYJISl) YYUTHIBAIOTCS TPYIOBBIE (PYHKIIMH CIEAY-
IOIIMX MPO(ECCHOHANBHBIX CTAaHAAPTOB!

[Ipodeccuonanpupiii  cranmapt - 06.016 PykoBoguTenr TpPOEKTOB B 00JIacTH
UH(POPMALIMOHHBIX TEXHOJIOTUH, YTBEPKACHHBIA MPUKAa30M MHHHCTEPCTBA TPyJa U COLHAIBHON
3amuThl Poccuiickoit @enepanuu ot 27 anpenst 2023r. N 369H.

[Tpodeccuonanpubiii crapaapt - 06.026 CucteMHbIH aAMUHUCTPATOP WHGPOPMALMOHHO-
KOMMYHHKAIIMOHHBIX CHCTEM, YTBEP)KJICHHBIN MpHKa3oM MHHHCTEpPCTBA TPyAa U COLMATIBHOM 3a-
uThl Poccuiickoit deneparuu ot 29 centsiops 2020 r. N 680H.

2. Mecro aucuuMiuinHbl (MOAYJsi) B CTPYKType 00pa3oBaTreIbHOM MPo-

rpamMMbl

CornacHo yueOHOMY IUTaHy O HarpaBieHuto noarotroBku 09.04.02 NndopmanmonHsie cu-
CTEMBI U TEXHOJIOTUU JUCHUILIMHA (MOAyib) «KoaupoBaHue U 3auta HUHGOpMaUu» OTHOCUTCS K
bnoky 1. Juctunnunsl (Mmonynu) (b1.B.[1B.01.02)

s ocBoeHust mucuuiumHbl (Monynsi) «KoaupoBanue u 3amura uHGOpManum» o0ydaro-
HIMecs HCIONBb3YIOT 3HAHMSI, YMEHHs, HaBbIKU, COOPMUPOBAHHBIE B XOJA€ WM3YYCHHS UCHUIUINH
«CoBpEeMEHHBIE CETEBbIE TEXHOJIOTUU B CUCTEMAaX XPaHEHMsI ITaHHBIX», «Y IPaBJIEHUE IPOEKTaMU B
ATIIK».

Matepuran AUCUUIIINHBL (MOJYJIs1) TECHO B3aUMOCBSI3aH C TAaKUMM JUCUUIUIMHAMU (MOAY-
nsmu), kak «[lognepxkka u npenocrasienue IT cepucoB B AIIK». 3HaHus, yMEHUS U HaBBIKH,
chopMuUpOBaHHBIC B X0JI€¢ U3YUCHUS JAHHOW TUCHUIUIMHBI (MOIYJs1) HEOOXOAUMBI B JaJIbHEHIIIEM
JUIS TIPOXO’KJCHUSI MPOU3BOJCTBEHHOM TEXHOJOTHUYECKOW (MPOEKTHO-TEXHOJIIOTHYECKOM) MpaKTu-
K1, moarotosku k ' MA.

3. Ilimanupyemble pe3ybTaThl 00y4eHHs M0 IMCIHUIINHE, COOTHECEHHbIE ¢
IUVIAHMPYEMbIMH Pe3yJIbTATAMHU OCBOCHUSI 00Pa30BaTeJIbHOM MPOTPaMMbI

B pesynbTare uzyueHus AUCHUILTUHBI (MOAYIs) 00y4arOIUNACs JOIKEH OCBOUTh TPYIOBbIE
(GYHKINU B TPYIOBBIC TEHCTBUS:

TpynoBble GyHKIMHU - MTIAHUPOBAHUE KOHPUTYPALIMOHHOT'O YIIPABJIEHUS B MPOEKTaX MaJo-
IO U CPETHETO YPOBHs ciokHocTH B obnactu UT. B/01.7

TpynoBble neiicTBus: pa3paboTka IaHa KOH(PUIYPALMOHHOTO YIpaBJIEHUs, pa3paboTkKa
MpaBWJI UIMEHOBAaHUSI U BEPCHOHHPOBAHUS 0a30BBIX 3JEMEHTOB KOH(pUrypanuu, pazpadoTka mpa-
BUJI MCIIOJIb30BaHMsI PENIO3UTOPHSI IPOEKTA.

TpynoBbeie pyHkMM - pazpaboTKa IUIAHOB MOJEPHU3ALUN WM 3aMEHbI KOMIIOHEHTOB HH-
dbopMaIrmOHHO-KOMMYHUKAIIMOHHOU cucTembl. E/02.7

Tpynoseie neiictBusi: CO0p HaHHBIX O MOTPEOHOCTAX MOJIb30BaTeNel MHPOPMAIOHHO-
KOMMYHHUKAIIHOHHOM CHCTEMBl, aHalu3 MoTpeOHOCcTell monb3oBaresiell  MHPOPMALMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBbI, MPOTHO3UPOBAHUE CPOKOB MOJIEPHM3AIMM CETEBBIX YCTPOWCTB,
pa3paboTKa KpaTKOCPOYHBIX U JIOJITOCPOYHBIX IUIAHOB MOJIEPHU3AIUN WH(POPMALMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBI, IJIaHUPOBaHUE paboOT MO pa3BepThIBAHUIO, KOH(PUTYPUPOBAHUIO U
HKCIUTyaTaI[M1 CETEBBIX YCTPOUCTB, COCTABICHHE aHKET JJIS BBIABICHHUS TPeOOBAHUH U MOXKETaHUN
C 1IeNIbI0 OOHApYKEHHSI CUCTEMHBIX MpobOsieM 00paboTKU MH(OpPMAIINK, aHAJIW3 BBISIBICHHBIX Tpe-
0OBaHMI1 U TOXKENaHUH C IeTbI0 0OHAPYKEHUSI CHCTEMHBIX MTPobiIeM 00paboTKH HH(pOpMAIIHH.

OcBoeHMe QUCHUIUIMHBI (MOAYJIS) HANpaBJIEHO Ha (hOPMUPOBAHHE CIEAYIONIMX KOMIIETEH-
100178

VYK-1 CnocobeH ocCymecTBIATh KPUTHUECKUN aHANW3 MPOOJIEMHBIX CUTYyalluid Ha OCHOBE
CHCTEMHOI'0 TI0JIX0/1a, BBIPA0aThIBaTh CTPATETUIO ACHCTBUI;
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[1IK-1 CnocoGeH ynpaBisiTh MPOSKTaMU B 00J1aCTH MH(POPMAITMOHHBIX TEXHOJIOTHI Majoro u
CPEHETO YPOBHS CIOKHOCTH B YCIIOBUSIX HEOIPEECIEHHOCTEN, NOPOKIAEMBIX 3aIIpOCaMH Ha U3-
MEHEHHS, C MPUMEHEHHEM (POpPMaNbHBIX WHCTPYMEHTOB YIPABICHHUS PUCKAMHU U MpoOiieMaMu

MIPOCKTA;
[1K-2

Cnocoben
KOMMYHHKAITHOHHOUW CHCTEMBI.

pa3pabatbIBaTh

IIPOCKTHI

MOJICpHH3AIINN

HH(POPMaITMOHHO-

Kon 1 Haume- Kon u Hanme- Kpurepun onileHHBaHus pe3yIbTaTOB 00yUeHHUs
HOBaHHE KOM- HOBaHHE UH-
MIETCHIINHA JUKATOpa J10- | HU3KHA (I0MOpOro- IIOPOTOBBII 0a30BbIii IIPOJBUHYTHIN
CTHXXCHUA BLIﬁ, KOMIICTCHI A
KOMIETEHIMA | He copMHpoBaHa)
YK-1. Cno- | U/I-1yk-1 — | He 3naer npun- | CnaGo 3HaeT Xopomo 31aer | OTIMYHO 3HAET
coOeH OCy- | 3yaer LUIIBI cOOpa, HIPUHIUNBL C0O- | IIPHHIKIIBI [PUHIIMIIBL COO-
TICCIRIATE MPUHIMIEL | oTOOpa 1 0000- | pa, orOopa u cbopa, orbopa | pa, orOopa u
KPHTHHCCKHH coopa, oT- | meHus uHpop- | o0oOUIeHUS HH- | U 0000IeHUsT | 0000IIEHUS UH-
aHaJis fpo- Oopa u Maluu. dhopmanuu. uHpopMaIuu. | popMaruu.
OJIEMHBIX CH-
N 0000111eHUSA
Tyaluii Ha HEhOPMA-
OCHOBE CH- .
EEZT;;Z?BH_ N-2yk1 — | He moxer co- He nocrarouno | JloctaTouHo YcnemuHo coot-
SATLIBATE YMeeT co- | OTHOCHUTH pas- YETKO COOTHO- OBICTPO COOT- | HOCUT pa3HO-
Ic):paTermo OTHOCHTD HOPOJIHBIE SIB- CHUT pa3HOpPO/- HOCUT Pa3HO- | POAHBIE SIBJIE-
A pPa3HOpPOA- | JICHUS U CUCTE- | HbIC SIBJICHUSA U | POJAHBIC SIBJIE- | HUSI U CUCTEMa-
HBIE sIBJIC- MaTU3UPOBATh CUCTEMATU3UPO- | HUS U CUCTE- TU3UPOBATh UX B
HUS U CH- WX B paMKax H3- | BaThb UX B paM- | MaTH3UPOBaTh | paMKax U30paH-
CTeMaTu3u- | OpaHHBIX BUJIOB | KaX U30paHHBIX | UX B paMKax HBIX BHJIOB
poBaTh UX B | podeccuo- BUJIOB Npodec- | M30paHHbIX npodeccuo-
pamKax u3- | HaJIbHOH Jied- CHUOHAJILHOMU Jie- | BUJIOB IIPO- HaJbHOU JAes-
OpaHHBIX TENBHOCTH. ATEILHOCTH. deccuonaib- TEJIbHOCTH.
BHUJIOB IIPO- HOHU JesATelhb-
dbeccuo- HOCTHU.
HAJIbHOU
JESTENBHO-
CTH.
N-3yk.1 — | He umeer npak- | Mmeer manens- | Umeer gocta- | MimeeT GombIuoit
Nwmeer TUYECKOIO ONbI- | KUU MPAKTU4e- | TOYHBIN IIpaK- | MPAKTUYECKUN
IpaKkThye- | Ta paboThl C CKHM OMBIT pa- | THYECKUH OIIBIT PabOTHI C
CKUM OMBIT | UHPOPMAIOH- | OOTHI ¢ UHGOP- | OMBIT PabOTHI C | HH(POPMALIMOH-
paboTshI ¢ HBIMHM UCTOYHHU- | MALlUOHHBIMU uH(popMaIu- HBIMU UCTOYHHU-
uHpopma- | KaMu, OMBIT HMCTOYHUKAMH, OHHBIMH HC- KaMH, OTIBIT
LIMOHHBIMU | HAYYHOI'O IIOMC- | ONBIT HAYYHOI'O | TOYHHUKaMH, HAy4HOT'O IOuC-
HCTOYHU- Ka, CO3/1aHUS MOMCKA, CO3/1a- | ONBIT HAYYHO- | Ka, CO3JaHMs
KaMmH, OMBIT | HAyYHBIX TEK- HUSI HAYYHBIX IO MIOMCKA, CO- | HAyYHBIX TEK-
HAy4YHOTO CTOB. TEKCTOB. 3/1aHUS HAay4Y- | CTOB.
IIOMCKA, CO- HBIX TEKCTOB.
3/1aHuA
Hay4YHBIX
TEKCTOB.
IK-1. N-1nk.1 — | He 3Haer ocHo- | Cnmabo 3Haer Xopoo 3HaeT | OTAU4HO
Crnocoben 3Haer oc- BBl CHCTEMHOTO | OCHOBBI CH- OCHOBBI CHU- 3HAeT OCHO-
YIPABIIATh HOBBI CH- aIMMHHUCTPUPO- | CTEMHOIO aJ- CTEMHOI'O a- BbI CUCTEM-
MPOEKTaMU B | CTEMHOTO BaHUA, BO3MOXK- | MUHHCTPUPOBA- | MUHUCTPUPOBA- | HOTO a/IMHU-
00JIaCTH MH- | aJIMUHH- Hoctu UC, oc- HUs, BO3MOKHO- | HMsI, BOSMOXXHO- | HUCTPUPOBA-




dbopmarmon- | cTpupoBa- HOBHI ¢puHaHco- | ctu UC, ocHoBbl | cti UC, OCHOBBI | HUSA, BO3-
HBIX TEXHO- HUs, BO3- BOTO IJTAHUPO- | (PMHAHCOBOTO ¢uHAHCOBOTO MO>KHOCTH
JIOTUMA MaJIO- | MOKHOCTH | BaHUA B IPOEK- | TUIAHUPOBaHUs B | tuianupoBanus B | IC, ocHOBBI
ro u cpenne- | MC, ocHO- | TaX, THIIBI IOTO- | MPOEKTaX, TUIBl | IPOEKTAX, TUIIBl | (PMHAHCOBOTO
IO YPOBHS BbI ()MHAH- | BOPOB U (POPMBI | JOTOBOPOB U JIOTOBOPOB U IIJIAHUPOBA-
CJIO)KHOCTH B | COBOTO JIOTOBOPHBIX ¢dopmbl 10T0- ¢dbopmbl 10T0- HUS B IPOEK-
YCIIOBHSIX [JIJAHUPOBA- | OTHOLUEHUH BOPHBIX OTHO- BOPHBIX OTHO- Tax, TUIBI
Heompene- HUSA B IIPO- LIEHUI LHIEHU JIOTOBOPOB U
JIEHHOCTEH, €KTax, TUIIbI ¢dbopMsI J10T0-
IIOpO’K1ae- JIOTOBOPOB BOPHBIX OT-
MBIX 3aMpo- | U (OPMBI HOIICHU
caMM Ha U3- | JOTOBOp-
MEHEHHS, C HBIX OTHO-
IIPUMEHEHH- | IICHUHI
eM popmanb- | U1-2mx.1 — | He ymeer mpo- | CnaGo ymeer Xopowo ymeer | B coBepuien-
HBEIX MHCTPY- | YMeeT npo- | BOAUTH EPEro- | MPOBOJUTH I1€- | MPOBOJUTH €~ | CTBE YMEET
MEHTOB BOJUTH IIe- | BOPBI, aHAIM3U- | PETOBOPBIL, aHA- | PErOBOPBI, aHA- | IPOBOJIUTH
YIOPaBJIE€HUS | PETOBOPHI, | POBATh UCXOJI- JU3UPOBAThH UC- | JIM3UPOBATh UC- | IIEPETOBOPHI,
pUcKamu 1 aHAIIM3UPO- | HbBIC IaHHBIE XOJIHbIE JIAaHHBIE€ | XOJIHbIE JAHHBIE | AaHAIU3UPO-
npobieMaMu | BaTh MC- IPOrpaMMHUpPO- | BaThb UCXOJ-
MIPOEKTa XOJTHBIC BaHUS HbIE IaHHbIE
JTaHHbIE
WJ-3nx-1 — | He Bnageer Cnabo Biajeer Xoporio Biage- | B coBeprien-
Bnageer yIpaBICHUEM yIpaBJICHUEM €T YIPaBJIEHUEM | CTBE BJaJeeT
YIOPABIECHU- | U3BMEHEHUH B WU3MEHEHUH B U3MEHEHU! B yIpPaBJICHUEM
€M M3MEHE- | MPOEKTeE, MIPOEKTE, IPOEKTE, U3MEHEHUH B
HUU B IIPO- | YIIPABICHUEM YIPABICHUEM YIIPaBIEHUEM IIPOEKTE,
eKTe, pUCKaMU B IIPO- | pUCKAMH B [IPO- | PUCKaMU B IPO- | YIPaBIECHUEM
VIOPABIECHU- | €KTaX eKTax eKTax pUCKaMH B
€M pUCKaMHU MPOEKTax
B NIPOEKTAX
[TK-2. Ud-1nk->— | He 3naer meto- | Cnabo 3Haer Xopoio 3HaeT | OTIU4YHO
Crniocoben 3HAET Me- JIbI ITPOTHO3H- METOJBI ITPO- METO/BI ITPO- 3HAET METO-
pazpabatsbl- TOJABI IPO- | POBAaHUA U THO3UPOBAHMUS U | THO3UPOBAHUSA U | JIbI IPOTHO-
BaTbh IPOEK- | THO3UPOBA- | OLIEHKH TEKY- OLIEHKH TEKY- OLICHKH TEKY- 3UPOBAHUS U
TBl MOJICPHU- | HUA U X TpeboBa- X TpeboBa- mux TpedoBa- OLICHKH Te-
3aIuu UH- OILICHKH Te- | HMii K uH(pOP- HUH K uHPOP- HUH K UHPOP- KYLIUX Tpe-
(dbopMalMoH- | KyIIMX Tpe- | MallMOHHO- MaIMOHHO- MalMOHHO- O0oBaHUH K
HO- O0OBaHUU K | KOMMYHHUKalld- | KOMMYHUKAllM- | KOMMyHHKAalu- | uH(popmamm-
KOMMYHHKa- | UH(popma- OHHOM CHCTEME | OHHOM CHCTEME | OHHOW CHCTEME | OHHO-
LIMOHHOM CH- | LIMOHHO- KOMMYHHUKa-
CTEMBI KOMMYHH- LIMOHHOM CH-
KallMOHHOU cTeMe
CHCTEME
N-2nk2— | He ymeer o6oc- | Crnabo ymeer Xopouio ymeer | B coBepien-
yMeeT HOBBIBATb BbI- 000OCHOBBIBaTh | 0OOCHOBBIBATH | CTBE YMEET
000CHOBHI- | OOp TeXHHYE- BBIOOD TeXHHYE- | BBIOOp TEXHUYE- | OOOCHOBHI-
BaTh BBIOOpP | CKHX TpeOoOBa- CKHX TpeboBa- CKHX TpeboBa- BaTh BHIOOD
TEXHHUYE- HUH K 000pyno- | HU K 000pya0- | HUIA K 000pYI0- | TEXHUYECKHUX
CKHX Tpe- BaHUIO JUISl BBI- | BAHWIO JJISl BbI- | BAHUIO Ui BBI- | TpeOOBaHMIt
O0OBaHUU K | TMIOJTHEHUS MO- IIOJIHEHUS MO- HIOJIHEHUS MO- K 000py0-
o0opyoBa- | IepHHU3AIUHI JIEPHU3ALNAN JIEPHU3ALNAN BAHMIO JUISI




HUIO JIJIs1 nHpopManuoH- | nHGoOpMaIMOH- | HHPOPMAIIMOH- | BHITIOJHEHHS
BBITIOJIHE- HO- HO- HO- MOJICpHH3a-
HUS MOJIep- | KOMMYHUKAllU- | KOMMYHHMKalli- | KOMMYHUKalu- | U UHGOP-
HU3aUA OHHOM CHUCTEMBI | OHHOM CUCTEMBI | OHHOW CHUCTEMBI | MAlHOHHO-
unpopma- KOMMYHHKa-
LIMOHHO- LIMOHHOM CH-
KOMMYHH- CTEMBI
KallMOHHOWU

CHCTEMBI

UA-3nk2— | He Bnageer Cnabo Bnaneer | Xopomo Biage- | B coeprien-
BIIaJICET HaBbIKaMU pa3- | HaBBIKAMHU pa3- | €T HaBbIKAMU CTBE BJIaJICET
HaBBIKAMU | paOOTKH MJIaHOB | paOOTKH IUIAHOB | Pa3paboOTKH HaBbIKaMU
pa3paboTKu | MOJIEPHHM3AIMN | MOJAEPHU3ALMU | IJIAHOB MOJEp- | pa3pabOTKH
IJITAHOB MO- | WJIM 3aMEHBI WJIM 3aMEHBI HU3AIUU 1IN MJIAHOB MO-
JEpHU3AIHNH | KOMIIOHEHTOB KOMIIOHEHTOB 3aMEHbI KOMIIO- | IEpHU3AINH
WJIM 3aMCHBI | ”HPOPMAITMOH- | HH(OPMAIMOH- | HEHTOB MH(OP- | WM 3aMEHBI
KOMIIOHEH- | HO- HO- MAaI[MOHHO- KOMITOHEHTOB
TOB WH- KOMMYHHKAIIU- | KOMMYHUKalld- | KOMMYHUKa#- | WH(OpMAIU-
dbopmarnu- OHHOM CHCTEMbI | OHHOW CUCTEMbI | OHHOM CUCTEMBI | OHHO-

OHHO- U pa3paboTKu U pa3paboTKu U pa3paboTKu KOMMYHUKa-
KOMMYHH- pEeKOMEH Taluit pEKOMeH A pEKOMEH A AOHHOMH CH-
KAI[MOHHOW | 1I0 OOHOBJICHUIO | TTO OOHOBJICHUIO | IO OOHOBJICHUIO | CTEMBI U pa3-
CUCTEMBbI M | HHGOPMAITMOH- | HHGOPMAIIMOH- | HHPOPMAIIMOH- | pabOTKH pe-
pa3paboTku | HO- HO- HO- KOMEH JaIuii
pPEKOMEH- KOMMYHHKAIlU- | KOMMYHUKAllU- | KOMMYHHKAIM- | IO OOHOBIIE-
anui 1mo OHHOM CHCTEMBI. | OHHOM CUCTEMBI. | OHHOM CUCTEMBI. | HUIO HH]OP-
o0OHOBIIE- MaIMOHHO-
HUIO UH- KOMMYHHKA-
dbopmarnu- LIUOHHOM CcH-
OHHO- CTEMBI.
KOMMYHH-

KallMOHHOM

CHCTEMBI.

B pe3ynbrare n3yueHus: AUCUMILIUHBI (MOIYJIs1) O0yUYaIOUIHICS TOJIKEH:

3HATh MPABOBbIE OCHOBBI 3AIIUTHl KOMIIBIOTEPHOM MHPOPMALINU, MAaTEMAaTHYECKUE OCHOBBI
KpUnrorpadguu, opraHu3anroOHHbIC, TEXHHUECKUE W TPOTPaMMHBIE METOJIBI 3allIUTHl WH(POPMAIIUN
B COBPEMEHHBIX KOMIBIOTEPHBIX CHCTEMaX M CETAX, CTAaHAApThl, MOJAEIH U METO/Ibl MHU(POBaHUS,
METO/BI HIICHTH(PHUKAIINHU TI0Tb30BaTeNIeH, OCHOBBI MHPPACTPYKTYPHI CHCTEM, IMTOCTPOSHHBIX C HC-
MOJIb30BaHUEM MYOJIMYHBIX U CEKPETHBIX KIIFOUEH, METOAbI lepeaaun KoH(puaeHInanbHoi nadop-
MallMH 10 KaHaJlaM CBSI3M, METOJBI YCTAHOBJICHHUS IOJJIMHHOCTH TEpeaBaeMbIX COOOIICHHI |
XpaHUMO# HH(popMaIMK (IOKYMEHTOB, 0a3 JaHHBIX), IPUOPUTETHI COOCTBEHHOM AEATEIbHOCTH U
CITIOCOOBI €€ COBEPIICHCTBOBAHHS HA OCHOBE CAMOOIICHKH;

yMETh pa3padaTbiBaTh MPOEKTHl MOAECPHHU3AINN HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM CH-
CTEMBbI, YIPAaBIATh MPOEKTaAMH B 00JacTH WHGOPMAIMOHHBIX TEXHOJIOTUH Majoro W CpeIHEero
YPOBHSI CIIOKHOCTH B YCJIOBHUSIX HEONPEAEICHHOCTEH, TOPOKAAEMbIX 3aIIPOCAMU HA U3MEHEHHS, C
npuMeHeHHeM (OpMaITbHBIX HHCTPYMEHTOB YIPAaBJICHUS PUCKAMU U TPOOJIEMaMH TPOEKTa, MPH-
MEHSTb U3BECTHBIE METOBI U CPEACTBA MOAJIEPKKU MHOOPMALIMOHHOW 0€30IaCHOCTH B KOMITBIO-
TEpHBIX CHCTEMax, IPOBOANTH CPABHUTEIBHBIN aHAIIN3, BEHIOMPATh METOABI U CPE/ICTBA, OLICHUBATh
YPOBEHb 3alIUThl WH(GOPMALMOHHBIX PECYpPCOB B NMPHUKIATHBIX CHUCTEMax, pelaTrbh CTaHIapTHBIC
3a71a4M MpoeCcCHOHATBFHON e TeTbHOCTH Ha OCHOBE MH(OPMAIIHOHHON KYJIBTYphI C IPUMEHCHH-
eM HH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHM M C Y4e€TOM OCHOBHBIX TpeOOBaHUI WH-
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dbopmarimoHHON 0€30MacHOCTH; OMPEAEATh KPYr 3aja4y B paMKax IMOCTABJICHHOMN €W W BBIOU-
paTb ONITUMAJIbHBIC CHOCOGBI HX pCUHICHUA, UCXOAd U3 HeﬁCTBy}OLl[I/IX IMpaBOBBIX HOPM, UMCHOIIINX -
Csl PECYPCOB M OTPaHUYCHUH, OCYIIECTBIATh KPUTHUCCKUH aHAIHM3 MPOOJIEMHBIX CHTYallMd Ha OC-
HOBC CHCTCMHOI'O IIOAXOAa4, BLIpa6aTBIBaTB CTpaTCruro HeﬁCTBHﬁ, OIpeaAcCATE U PCAJIM30BLIBATH
NPUOPUTETHI COOCTBEHHOH NIEATEILHOCTH M CIOCOOBI €€ COBEPIICHCTBOBAHMS HAa OCHOBE Camo-
OIICHKH, OCYIIECTBIIATh KPUTHUCCKHUI aHAIN3 TIPOOJIIEMHBIX CUTYAIlMi Ha OCHOBE CUCTEMHOTO IOJI-
X0/1a,BbIPa0aThIBATh CTPATETHIO ICHCTBHIA.

BJIaACTb HABBIKAMH YIIPABJICHUA HNPOCKTAMU B 06J1aCTI/I I/IH(bOpMaI_[I/IOHHBIX TEXHOJIOTui
MaJIOTO M CPEITHETO YPOBHS CIOKHOCTH B YCIIOBHSIX HEOIPEIEICHHOCTEH, MOPOXKIAEMbIX 3aIpo-
caMM Ha M3MEHEHUS, C IPUMEHEHHEM (OPMAaJbHBIX WHCTPYMEHTOB YIPABJICHUS PUCKAMHU U TPO-
OJieMaMu TPOEKTa, CIIOCOOCH OCYHIECTBIISATh KPUTUUYCCKHI aHAIN3 MPOOJIEMHBIX CHUTYalluid Ha OC-
HOBE CHCTEMHOTO TOJIX0/1a, BEIPA0ATHIBATh CTPATETHIO JIEHCTBUH, crioco0amMu pa3paboTKU MpPOEK-
TOB MOJICPHU3ALINU HH(POPMAITHOHHO-KOMMYHHKAIITHOHHON CHCTEMBI.

3.1 MaTpuua cooTHeceHHsI TeM/pa3/1esioB y4eOHOU TUCHUIINHBI (MOAYJIsl) H

(hopMupYyeMBbIX B HUX YHHBEPCAJIbHBIX U NPO(ecCHOHATbHBIX KOMIETEHIUH

Tewmbl, pa3aenbl JUCIUIUIMHBI (MOIYJIIS) Komnerenimu Oo01ee
KOJINYECTBO

VK-1 TIK-1 TK-2 KOMIIETEHLIUN

1. OcCHOBHbIE MOHATHUS U OINpEAETeHUs B obia-|  + 3
CTH MH(POPMALMOHHOM 0€30MacHOCTU aBTO-
MaTU3UPOBAHHBIX CUCTEM

2. OCHOBHBIE BUJIbI YSI3BUMOCTEN aBTOMAaTH3U- + + + 3
POBaHHBIX CUCTEM

3. OcHOBHbIE BUJIbI UHPOPMAIIMOHHBIX aTaK + + + 3

4. Mojenu 3auThl aBBTOMaTU3UPOBAHHBIX CH- + + + 3
CTEMOT UH()OPMAIIMOHHBIX aTaK

5. AmHanm3 cymecTBYIOIIMX MOJENIEH mpolecca + + + 3
oOHapy>keHHsI UH()OPMAIIMOHHBIX aTaK

6. Aymut nH(popMalMOHHOHN 06€301acHOCTH U + + + 3
OIIEHKA PUCKOB

7. O030p CYIIECTBYIOIINX CPECTB 3aIIUTHI + + + 3
uHpOpMaLUn

4. CTpyKTYypa M coaepKaHue JUCHMILUIMHBI (MOAYJIs1)

OO6m1ast TpyI0€MKOCTh TUCIIUIUIMHBI (MOJIYJIS) COCTaBIsAeT S5 3a4eTHRIX equHuUIbI (180 ak.uacoB)

4.1. OO0beM IMCUMIUIMHBI (MOAYJIs1) U BUAbI Y4eOHOH padoThI



KonuyecTBo ak. yacos
Bunrwl 3anstuit
1o 3a04HOU (hopme oOydeHHs
2 Kypc
OO6m1ast TpyA0eMKOCTh JUCIUTUIMHBI (MOJTYJIS) 180
KonTaktHas paboTa 00y4aromuxcs ¢ mpenojiaBa- 22
TeJeM, B T.U.
ayJIMTOPHBIC 3aHATHS, U3 HUX 22
JICKIUU 10
MPaKTUYECKHE pabOThI 12
CamocTosiTenpHast paboTa 00yJaronmxcs 154
nmpopaboTKa y4yeOHOro Marepuania o JIHUCIH- 111
IUIMHE (KOHCIEKTOB JIEKLIUH, y4eOHUKOB, MaTEpH-
aJIOB CETEBBIX PECYPCOB)
BBINIOJTHEHUE UHIUBUAYAIbHBIX 3aaHUN 33
MOATOTOBKA K TECTUPOBAHUIO 10
KonTponb 4
By ©TOroBOro KOHTPOJIA 3a4er ‘
4.2. Jleknun
No Paznen nuctumniuuHel (MOys1), TEMBI O0Bem dopMupyembie
JEKUUH U UX COJepKaHue B aK. yacax KOMIIETEHIINH
3aounas ¢popma
oOyueHus
1. OcHOBHbBIE TIOHSTHUSI U OIpenee- 1 YK-1, IIK-1, TIK-2
HUS B 00JacTu HHGOPMALMOHHOM
0€30MacHOCTH aBTOMATU3HPOBAaH-
HBIX CHCTEM
2. (OCHOBHBIEC BUJIBI YSI3BUMOCTEHaBTO- 1 VK-1, [IK-1, T[IK-2
MaTHU3UPOBAHHBIX CUCTEM
OcHoBHbIE BUAbI THHOPMAITMOHHBIX aTaK 2 YK-1, IIK-1, TIK-2
4. Mojenu 3auThl aBTOMATH3UPOBAHHBIX 2 VK-1, [IK-1, TIK-2
CUCTEMOT MH(POPMAITMOHHBIX aTaK
3. AHanu3 CyniecTBYIOIUXMOIENEN MPo- 2 VK-1, IIK-1, TIK-2
1ecca 0OHapykeHus: HHHOPMallMOHHBIX
aTak
6. Aynut uHpOpMaMOHHON0€30aCHOCTH 1 VK-1, IIK-1, ITK-2
Y OLIEHKA PUCKOB
7. 0O030p CYIIECTBYIONMIUX CPEICTB 3aIIUTHI 1 VK-1, IIK-1, TTIK-2
uHpopMauu
Bceero 10




4.3.

IIpakTu4eckune 3aHATHS

Ne Paznen qucumriuHbl (MOTYIIs) O0BeM B ak.gacax dopmupyembie
(MOymsT), TeMBI JIEKIIHIA U UX CO- KOMIIETEHINHU
ACpKaHUC 3aouHasGopma

o0yueHus

1. OCHOBHBIE TOHSITUSI U ONPEACIICHUS 1 VK-1, IIK-1, TIK-2
B o00nactu MHPOPMALMOHHOW 0e3-
OMAacHOCTH  aBTOMAaTHU3WPOBAHHBIX
CHUCTEM

2. |OCHOBHBIE BU/IbI YSI3BUMOCTEHABTO- 1 VK-1, IIK-1, TIK-2

MaTHU3UPOBAHHBIX CUCTEM

3. OcHoBHbIe BUIbI THHOPMAITMOHHBIX 2 YK-1, IIK-1, T1K-2
aTak

4. Mopaenu 3anuThl aBTOMAaTU3UPOBAH- 2 VK-1, IIK-1, TIK-2
HBIX CUCTEMOT UH(POPMAITMOHHBIX
aTak

5. AHanu3 CynecTBYOLUXMOAeIen 2 VK-1, IIK-1, TIK-2
npoiiecca oOHapykeHust nHpopma-
LIMOHHBIX aTaK

6. Aymut nHpopMamoHHOHOe301ac- 2 VYK-1, [IK-1, TIK-2
HOCTH U OILICHKA PHCKOB

7. 0O0630p CyIIECTBYIONIUX CPENICTB 3a- 2 YK-1, TIK-1, TIK-2
U THI KHpOpMauu

Bceero 12

4.4. JladbopaTopHbIie padoThI

JlaGopatopHble pabOThl HE MPETYCMOTPEHBI.
4.5. CamocTosiTesibHas padoTa 00y4aromuxcs

Paznen nucuuIuineel

Bun camocrosTensHo# paboTh

O0BEM akK. 4acoB

(Mozys) 3ao4Has popma o0y-
YEHUS
1. OcHoBHble noHsA- | [IpopaGoTka yueOHOro MaTepuaia 1o JUCIH-
THSL ¥ OTIPEJIEIEHHs B 00- | IJIMHE (KOHCIIEKTOB JIEKLUH, y4eOHMKOB, Ma- 17
TacTUUH(OPMALMOHHON | TEPUAJIOB CETEBBIX PECYPCOB)
0€30IacHOCTH aBTOMAaTH- | BhIMosHEeHNe WHANBUYAIbHBIX 3a1aHUI 6
3UpPOBAHHBIX CUCTEM [loaroTroBka K TECTUPOBAHHUIO 2
IIpopaboTka yyeOHOrO Marepuaina Mo JUCLHU-
2. OcHOBHBIE  BHjBI | TITHHE (KOHCIIEKTOB JICKITUH, YUeOHUKOB, Ma- 17
yA3BUMOCTEM aBTOMATH3H- | TEPHATIOB CETEBBIX PECYPCOB)
POBAaHHBIX CUCTEM BrInonHenne MHAVMBUYaIbHBIX 3aJaHUI 6
[ToaroroBka K TECTUPOBAHUIO 2
IIpopaboTka yyeOHOrOo Marepuaia mo AUCLHU-
IUIMHE (KOHCIEKTOB JIEKINM, y4eOHUKOB, Ma- 15
3. OcHoBHBIE  BH[BI
TEPUAJIOB CETEBBIX PECYPCOB)
MH(OPMALIMOHHBIX aTaK =
BrinonHenue MHIMBUYaIbHBIX 3aJaHUN 6
IToaroroBka K TECTUPOBAHUIO 2
4. Mopenu 3amuthl | [IpopaboTka yueOHOTO MaTepHayia Mo JUCITH- 17




ABTOMATHU3UPOBAHHBIX IUIMHE (KOHCHEKTOB JIEKIMH, y4eOHUKOB, Ma-
CHCTEM OT MH(OPMAIMOH- | TEPUATIOB CETEBBIX PECYPCOB)
HBIX aTaK Brinonnenne MHIMBUya bHBIX 3aJaHUN 6
IToaroroBka K TECTUPOBAHUIO 2
[IpopaboTka yuyebHOro mMartepuana no JUCIH-
5. Ananus cyliie- N
. IUIMHE (KOHCIEKTOB JIEKIUM, Y4eOHUKOB, Ma- 15
CTBYIOILIUX MOjeNIeld Tpo-
TEPHUAJIOB CETEBBIX PECYPCOB)
necca OOHApYKEHUS UH- =
Brinonnenue MHIMBUya IbHBIX 3aJaHUN 6
(hOopMaIMOHHBIX aTaK
IToaroroBka K TECTUPOBAHUIO 1
[IpopaboTka yuyeObHOro mMaTepuana mo JUCIH-
6. Ayaur  undopma- | VMHE (KOHCIIEKTOB JIEKIMH, Y4EOHUKOB, Ma- 15
IIMOHHOH Ge30macHocTH 1 | TCPHAIOB CCTEBBIX pecypcoB)
OICHKAa PUCKOB BrinosiHeHUE MHIUBUYAIBHBIX 3aJaHUN 3
IToaroToBKa K TECTUPOBAHUIO 1
7. O630p cymectBy- | [IpopaboTka yueOHOTO MaTepHayia Mo JAUCIIH-
IOIUX CPEJCTB 3allIMTHI | TUIMHE (KOHCIEKTOB JIEKLIUN, y4eOHUKOB, Ma- 15
nHpopmanuu TEPUAJIOB CETEBBIX PECYPCOB)
Uroro: 154

Mertoanueckue yka3zaHus I MPOBEICHUS TPAKTUYECKUX 3aHATUH 10 nucturuie «KoaupoBanue
u 3ammTa uHGopManuu» 1A HanpapieHus noArotoBku 09.04.02 MudopMannoHHBIE CHCTEMBI H
TEXHOJIOruH . — Muuypusck, 2021.

4.6. Boino/iHeHHEe KOHTPOJIbLHOM PadoThl 00y4al0IIMMUCH 3209HON (popMBI
[Tpuctynath K BBIOJIHEHNUIO KOHTPOJIBHONW pabOThl HEOOXOIMMO IOCIIE U3yYEeHUsI MaTepua-
Ja Mo JUTEpaTypHbIM UCTOUYHUKAM, YOEIUBIIUCH ITyTe€M OTBETOB Ha BOIPOCHI JJIi CAMOIPOBEPKH,
YTO MaTepHal TEMbI YCBOECH.
Llenpro KOHTPONBHOW PabOTHI MO AUCLMIUIMHE SIBISETCS PACCMOTPEHUE TEOPETUUECKUX
acIIeKTOB M IPUMEHEHHE OCHOBHOTO MHCTPYMEHTAPHS YIPABICHHUS HAYYHBIM HCCIICIOBAHUEM.
TpeboBanus kK 0pOpMIIEHHIO.
KonTponbHast paboTa MOKeT OBITh BBINOJIHEHA B YUEHMUECKOH (IIKOJBHOM) TeTpaau Win
Ha JiucTtax (¢opmarta A4 meyaTHbIM MM PYKOIUCHBIM (YETKHM, YMTAaeMbIM) criocoboMm. Beimon-
HEHHBIE 3a/IaHHs PACIIONATAIOTCS MO MPEICTaBICHHOMY HOpsaKy. CIHCOK MCHONb3ye MOH JIuTe-
patypsl IPUBOAMUTCS B KOHLIE paOOTHI.
Ha tutynsHOM nucTe pacnosaraercs cieayromias nHpopMmauus: Ha3BaHUE AUCLUIUIN HbI,
@®.1.0. oOyuaromuiicsi, Kypc, rpyIia, HOMep 3a4€THOM KHUKKHU, HOMEp BEIOPAaHHOTO BapuaHTa U
HOMeEpa BBIMOJIHEHHBIX 3aJaHUH 110 TOPS/IKY B CIEIYIOLIEM BH/IE:
Cpoxu BeINONTHEHHS. BhIoHEHHAss KOHTpOIbHAs paboTa MOANNCHIBAETCS 00YJAIOIUMCS
U C/IaeTcsl Ha MPOBEPKY MpernojiaBaTenio Ha kadenpy «MatemaTtuku, GU3MKA U MHPOPMALIMOH-
HBIX TEXHOJIOTMI» B YCTAHOBJICHHBIE CPOKM, KaK IpaBmio, 3a 10 nHel no Havanma ceccuu. lIpo
BepKa KOHTPOJIbHON pabOThI MPENoaBaTeNeM OCYILECTBISIETCS B TEUCHUE HENIENIU 1I0CTIe €€ Cla-
yn. KoHTposbHast paboTa 1omKHA OBITH 3aYTeHa K Hadaly 9K3aMEHAI[MOHHOM CECCHH.

4.7. Conep:kanue pa3iesioB JUCUMIIIMHBI (MOTYJIS)

1. OcCHOBHBIE TIOHATHUS U ONIPEACIICHNs B 001acTh HHGOPMAITMOHHON 0€3011aCHOCTH aB-
TOMATU3UPOBAHHBIX ccTeM MH(popMmaius Kak OCHOBHOW OOBEKT 3alluThl. ABTOMaTH3UPOBAHHAS
CUCTEeMa Kak cpefia iIsl 00pabOTKH, XpaHEeHUs U nepeaadu HHpopMauu

2. OcHOBHBIE BH/IbI YSI3BUMOCTEI aBTOMAaTU3UPOBAHHBIX CUCTEM
Vsazsumoctu «buffer overflowy. Yszsumoctu «SQL injectiony. Ysazpumoctu «format string». Ys3-
BuMocTH «Directory traversal» . Ys3Bumoct «Cross Site Scripting» . Ys3BUMOCTH MPOrpaMMHBIX
peanmmu3anuii creka TCP/IP.Ysa3sumoctu npotokoso creka TCP/IP.

3. OcHoBHbIe BUIbI HH(OpMAIMOHHBIX aTak  Ctagust  pekorHocuupoBku.  Cramus
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BTOPXKEHUS UM aTakyroulero Bo3aeicteus. Cragus najabHeMero pasBuTus araku. Bo3moxHsle mo-
CJIEAICTBUS UH(POPMALIMOHHBIX aTak

3. Mopenu 3auIiThl aBBTOMAaTU3MPOBAHHBIX CUCTEM OT MH(POPMALMOHHBIX aTaK.
AHaiu3 CylecTBYOUMX Mojenell HHPOPMAllMOHHbIX aTak. TaOiauuyHble U AMAarpaMMHbIE MOJEIN
UHPOPMALMOHHBIX aTak. Dopmannu3oBaHHbIE MOJAETH MH(OPMAIMOHHBIX aTak. Maremaruyeckas
MO/JIeJIb THPOPMALIMOHHBIX aTaK, IOCTPOEHHAs! HA OCHOBE TEOPETUKO- MHOXKECTBEHHOTO aIlnapara.

5. AHanu3 CyIIeCTBYIOIIMX MOJETEH mpoiecca oOHapyKeHUsI HHPOPMALIMOHHBIX aTak.
Curnaryphsle MoJenu nporecca oOHapykeHus atak. [loBeneHueckne MoJenn mporecca BbIsBIIE-
HUs arak. [loBegeHdyeckast MOJIeNb BBISIBIICHHS aHOMAJIHA B CETEBOM Tpaduke.

6. Aymut nH(popMalMOHHOH 0€30MacCHOCTH U OLIeHKa pUCKOB OCHOBHBIE MIOHSTHSA
ayauta Ge3onacHOCTU. MoJenu OLeHKH PUCKOB MHGOPMAIIMOHHON Oe30nmacHoCTH. Mozenb OLeHKH
PHCKOB, Oa3zupyromasics Ha ocHOBe rpadoBoii Mozenu aTak. OCOOEHHOCTH HMCIIOJIb30BaHUs rpado-
BOW MOJIENH OLEHKH PUCKOB OE30I1aCHOCTH.

7. O030p cymlIecTBYIOUIMX CPEACTB 3aluThl HHPopmanuu. Cpeacrsa Kpunrorpaduue-
cKoi 3amuThl nHPOopMaruu. CpeacTBa pa3rpaHUYeHuUs JOCTYIA IMOJIb30BaTeNel K MHPOPMaMOH-
HbeIM pecypcam AC. CpencTBa MEKCETEBOT0 SKPaHUPOBAHHUS.

5. O6pa3oBaresibHbIE TEXHOJIOTHHU
HpI/I HU3YUCHUUN NUCHHUILINHBI (MOI[y.]'IH) HCIOJIB3YKOTCA HHHOBAITUOHHBIC 06p830BaTeJIBHBI€ TCX-
HOJIOTMHU HAa OCHOBC MHTCTpAlHM KOMIICTCHTHOCTHOI'O U JIMYHOCTHO-OPUCHTHUPOBAHHOI'O ITOAXOI0B
C JJICMCHTAMHU TPAaAUIIHUOHHOI'O JICKIMOHHO-CCMHUHAPCKOT'O U KBaSI/IHpO(beCCI/IOHaJILHOFO O6y‘IeHI/I${
C HCIIOJIb30BAaHUEM HHTEPAKTUBHBIX (DOPM IPOBENECHUS 3aHATUM, UCCIENOBATEIbCKON MPOEKTHON
ACATCIIBHOCTHU U MyHBTHMCHHﬁHLIX y‘le6HI>IX MaTcpraIoB

Bup yuebnoii pa- OO6pa3zoBaTebHBIC TEXHOJIOTHI
00THI
DONEeKTpOHHbIE MaTepHalibl (B T.Y. CETEBbIE MCTOYHHUKH), UCIIOIb30Ba-
Jlekumu HUE MYJIBTUMEIUIHBIX CPEACTB, Pa3JaTOYHbII MaTepuall.
[TpakTrueckue TectupoBaHue, BHIIOJHEHUE TPYNIOBBIX AYAUTOPHBIX 3a/JaHUM, MH-
3aHATUS JIMBHTyaJIbHbIE JOKJIAJbI.
CamocTosTenbHbIE BrimmonHenue pedepaTuBHOM pabOThI; MOATOTOBKA U 3aIlIMTa cooOlie-
paboThI HUS C MCIOJIb30BAaHUEM CIIAlI0BBIX IPE3EHTALINN.

6. OueHo4YHbIE CPeCTBA AMCIUIIUHBI (MOMYJIf)

OCHOBHBIMHU BUJAMH JUCIHUIUIMHAPHBIX OIIEHOYHBIX CPEICTB NpU (PYHKIMOHUPOBAHUH MOAYJIBHO-
PEUTHHTOBON CHCTEMBl O0YUYEHHUs SBISAIOTCA: Ha CTaJUU pyOeKHOro pedTHHTra, (opMUpYyeMOro 1o
pe3yjibTaTaM MOAYJILHOT'O KOMIIBIOTECPHOI'0O TECTUPOBAHUA — TCCTOBBIC 3aJlaHUA; HA CTAAWH IOOII-
PHUTEIBHOTO PEUTHHTa, GOPMUPYEMOTO O pe3ysibTaTaM HAIMCAHUS U 3alIUThI peepaToB MO aKTy-
aTbHOM MpoOJeMaTHKe, Ha CTaJAUH MPOMEXKYTOUHOTO PEHUTHHTA, OMPEEIIEMOTO MO pe3yJbTaTaM
CIa4u 3a4CTa — TCOPECTUICCKUC BOIPOCHI, KOHTPOJIUPYIOIIHUEC TCOPCTUICCKOC COACPIKAHUC y‘IC6HO-
To Marcpualia, U KOMICTCHTHOCTHO-OPUCHTUPOBAHHBIC 3aaHWA, KOHTPOJIUPYIOIIHUEC MPAKTHYCCKUC
HABBIKM U3 PA3IUYHBIX BHUJIOB MpodecCHOHambHON nesrenbHocTH obOydatomierocs mo OITOIT man-
HOT'O HarmpasJeHUs, POpMHUpYyEMbIe ITPU U3yUYEHUU TUCHUILIMHBI (Moayinst) «KoaupoBanue | 3amiu-
Ta UHGOpPMAITII»
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6.1. Ilacnopt GoHIA OLIEHOYHBIX CPEICTB MO TUCUUILIHHE

Ne KoHntponupyemsle pa3aeisl Kon xonTponupyemoit OrneHOYHOE CPENCTBO
/1 (TemMbl) AUCUUILTUHEI (MOAY- KOMIIETEHIIUN HanmenoBanue Konunuectso
JI51)

1. | OCHOBHEBIC ITOHATHS U VYK-1, IIK-1, ITK-2 | TecroBsie 3ananus 15
orpeseNieHus! B 001acTh Temsl pedepaToB 3
nHpOpMaMoOHHOM 6e3- Bompocst ust 3a4era 5
OIIACHOCTH aBTOMAaTU3UPO-

BAHHBIX CUCTEM

2. | OcHOBHBIE BU/IbI YSI3BH- VK-1, I[IK-1, [TK-2 | TecroBble 3anaHus 18
MOCTEHaBTOMAaTU3UPO- Tems! pedpepaton 3
BaHHBIX CUCTEM Bonpocs! qs 3auera 5

3. | OcHoBHblE BHJBI HH(OP- VK-1, IIK-1, TIK-2 | TecroBble 3ananus 17
MAallMOHHBIX aTaK Temsbl pedepaToB 3

Bompocs! ans 3auera

4. | Mopenu 3aluThl aBTOMa- VK-1, IIK-1, IIK-2 | TecToBbI€ 3anaHus 18
TU3HUPOBAHHBIX CUCTEMOT Tewmsl pedepatos 3
MHPOPMALIMOHHBIX aTaK Bompocs! 114 3a4era 4

5. | AHaM3 CyIIECTBYIOIINX VK-1, IIK-1, [IK-2 | TecToBble 3a1anus 10
MojIelIel mporiecca oOHa- Tewmsl pedeparton 3
pyXeHus: ”HPOPMALIUOH- Bomnpocs! juist 3adera 4
HBIX aTaK

6. | Aynut nuHpOpMaITHOHHON VK-1, IIK-1, ITIK-2 | TecroBele 3ananus 10
0€30I1aCHOCTH | OLIEHKA Tewmsr pepeparoB 3
PHCKOB Bompocs! st 3aueTa 4

7. | O630p CyLIECTBYIOIIUX VYK-1, [IK-1, TTK-2 | Tecrossle 3ananus 12
CPEeACTB 3aIIUThI UHPOP- Tewmsl pedpeparos 2
MaliH Bonpocs! st 3auera 4

6.2. Ilepeuennb Bonpocos s 3ayera (YK-1, [1K-1, [1K-2)

1. WHupopmarus Kak OCHOBHOW OOBEKT 3alUTHI.

2. ABTOMaTHM3WpOBaHHAs CUCTEMA KaK cpejia st 00pabOoTKU, XpaHESHHs U epeaayn nHpopma-

LUU.

3. VYsasBumoctu «buffer overflow».

4. VYsa3sumoctu «SQL injectiony.

5. VYsa3Bumoctu «format string».

6. VYsa3sumoctu «Directory traversaly .

7.  Ysa3Bumoctu «Cross Site Scriptingy .

8. Vsa3BuMocTH nporpaMMHbIX peanu3zarmii creka TCP/IP.

9. VYsa3BumocTu npotokosno creka TCP/IP.

10. Craaust peKOrHOCIUPOBKH.

11. Cranust BTOp»KEHUS U aTaKyIOLIEro BO3AEUCTBUS.

12. Craaust nanbHEUIIETro pa3BUTHS ATAKH.

13. Bo3MoskHbI€ OCIEACTBUS NHPOPMAITMOHHBIX aTaK.

14. AHnanu3 cymiecTBYIOIIMX MO/ieel HH(POPMAIIMOHHBIX aTakK.

15. TabGnuuHble U AMarpaMMHbIE MOJENIN HH(OPMALIMOHHBIX aTaK.

16. ®opmanu3oBaHHbIE MOJIENN UHPOPMALIMOHHBIX aTak.

17. Maremarnueckasi MOJIe]Ib HH()OPMAITMOHHBIX aTak, MOCTPOSHHAsI HA OCHOBE TEOPETHUKO-

MHOXCCTBCHHOTI'O allltapara.

18. CurnarypHble MOJACIIH MpoIiecca OOHAPYKEHHUS aTaK.
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19. IloBeneHueckue MOAEIN IPOLECCA BBISIBICHUS aTakK.
20. IToBeneHnueckass MOJIENb BBISBICHUS aHOMAJIMI B CETEBOM Tpaduke.

21. OcHOBHbIE OHATHS ayIUTa O€30MACHOCTH.
22. Mopenu OoIleHKA PUCKOB HH(POPMAIMOHHOM 0€301MacHOCTH.

23. Mogenb OlleHKH PUCKOB, Oa3UpYIOIIascs Ha OCHOBE rpad)OBOM MOJIEIH aTak.
24. OcoOeHHOCTH HCIOJIb30BaHUA TpadoBOM MOJENIN OLEHKU PUCKOB OE30MACHOCTH.

25. CpencrtBa Kpunrorpaguieckoi 3anuThl HH(GOpMaIuy.

26. CpexncrBa pa3rpaHHYeHHs] JOCTYIa MOJb30Barenei K mHpopMannoHHbIM pecypcam AC.

27. CpencrBa MEXCETEBOTO SKPAHUPOBAHMUS.

28. AyrteHTH(UKAIHS [T0JIb30BaTENCH Ha OCHOBE CETEBBIX aJPECOB.
29. Ayrentudukaims noib30BaTeNel Ha OCHOBE TAPOJIEH.
30.buomerpudeckast ayTeHTH(PHUKAIUS TTOIb30BaTEIICH.

6.3. llIka1a OLEHOYHBIX CPEACTB

YpoBHU  OCBOE- Kpurepuu orieHuBaHus
HUS  KOMIIETEH-
JA05051

O1eHOYHBIC CPE/ICTBA
(xo1-BO OaIIIOR)

[MponsunyTeii | OTIMYHO 3HACT MPUHITUIIBEI COOpa, 0TOOpa M 0000IIIe-
(75-100 6amnoB) | Hus uHDOpMaIuu. FiMeeT OONBIION MpaKTHYECKUI
«3a4TEHOY OIIBIT pa0OTHI ¢ MH()OPMAIMOHHBIMU UCTOYHUKAMH,

OIIBIT HAYYHOT'O IMOUCKA. B coBepIIeHCTBE BlaieeT
yIpaBlIeHUEM H3MEHEHHH B MPOCKTE, YIIPABICHHEM
pHCKaMH B IpoeKTax. B coBepieHcTBE ymeeT 000c-
HOBBIBATh BEIOOP TEXHUYECKHUX TPEOOBAHUIA K 000PY-
JIOBAHMIO JIJISl BBITIOJIHEHUS MOJIEpHHU3AIMHN HH(pOpMa-
[TMOHHO-KOMMYHUKAIIHOHHOW CUCTEMBI.

Ha stom ypoBHe o0yd4arommiics cmoco0eH TBOPYECKU
MPUMEHSITh IIOJIYYCHHBIC 3HAHHUS ITyTEM CaMOCTOSI-
TEJIHHOTO0 KOHCTPYHPOBAHUS CII0CO0a ESTEIBHOCTH.

TECTOBBIC 3a[aHHS
(30-40 6anoB)
WHIVUBUIYAIbHOE 3a-
JaHKe

(8-10 6ammoB);
BOIIPOCHI K 3a4ETy
(37-50 6ammoB)

bazoBsrit Xopolo 3HaeT MPUHITUIEL cOopa, 0TOopa 1 06001IIe-
(50-74 6anna) | Husg undopmanuu. MimeeT 1ocTaTOUHBIN MPaKTUYECKO-
«3a4TEHOY» o OMnbITa paboThl ¢ MH(HOPMALTMOHHBIMU UCTOYHHKA-

MU, OTIBIT HAYYHOT'O ITOMCKA, CO3/1aHUsI HAyYHBIX TEK-
cToB. XOpOIIIO BIAJACET YIPaBIECHUEM U3MEHEHUH B
MIPOEKTE, YIPABICHUEM PUCKAMH B IPOEKTAaX.

Xopoiro ymeeT 00OCHOBBIBATH BBIOOP TEXHUYECKUX
TpeOoBaHUN K OOOPYIOBAHUIO ISl BBHITIOJHEHHUS MO-
JNepHU3auu  WHOOPMAIMOHHO-KOMMYHHUKAITMOHHOMN
CUCTEMBI.

Ha sTtoM ypoBHE 0Oy4aromumcsi UCHOJB3YETCS KOM-
OMHUPOBAHKE U3BECTHHIX MPUEMOB JESATEILHOCTH, IB-
PUCTHYCCKOT'O MBIINIJICHU .

TECTOBBIC 3a[aHHS
(20-30 6annoB)
WHIVBUIYAIbHOE 3a-
JaHue

(5-7 6annos);
BOIIPOCHI K 3a4eTy
(25-37 6annoB)

IToporossiii Cnabo 3HaeT NpUHLHUIIEI c60pa, 0TOOpa U 000OIIEHHS
(35-49 6amnoB) | uadopmaruu. MimMeet MaaeHbKHI MPAKTUIECKOTO
«3aUTEHO» OIbITa paboThl ¢ UHHOPMAITMOHHBIMU HCTOYHUKAMH,

OTIBIT HAYYHOTO TTOMCKA, CO3/IaHUsI HAYIHBIX TEKCTOB.
Cnabo Bnajeer ynpaBiieHHEM H3MEHEHUH B MPOEKTE,
yIIpaBJICHUEM PUCKAMH B TTPOEKTAX.

Cnabo ymeer 0OOCHOBBIBaTH BBIOOP TEXHHUYECKUX
TpeOoBaHUN K OOOPYMOBAHUIO JUISI BBITTOJHCHHS MO-

TECTOBBIC 3aJJaHHs
(15-20 6annoB)
WHIUBUAYAIbHOE 3a-
JaHWe

(2-4 6anna);
BOIIPOCHI K 3aUeTy
(18-25 GamoB)
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JepHU3alMu  HHQOPMAIMOHHO-KOMMYHHKAIIMOHHON
CUCTEMBI.

Ha stoM ypoBHe oOyuaromiuiicsi cioco0eH Mo namsitu
BOCITPOM3BOJIUTH PaHEE YCBOCHHYIO METO/IHKY.

Huzkuii He 3Haer npuHmumnel coopa, ordbopa u 0000IICHUSI HH- | TECTOBBIC 3aJaHHS
(onoporosslit) ¢dopmanuu. He umeer npaktudeckoro onsita padotsl ¢ | (0-13 6aiios);
(koMmieTeHIUsT He | HH)OPMAITMOHHBIMU HCTOYHHKAMH, OTIBIT HAYYHOTO WH/IMBUyaJIbHOE 3a-
chopmupoBaHa) | MOMCKA, CO3aHUS HAYYHBIX TeKCTOB. He Biageer JaHue

(menee 35 O0an- | ynpaBieHHEM U3MEHEHUU B MPOEKTE, YIIPABICHUEM (0-3 6amna);

JIOB) puckamu B ipoekTax. He ymeeT 000CHOBBIBATH BBIOOP | BOIIPOCHI K 3a4ETy
«HE 3aYTCHO» TEXHUYECKUX TPeOOBaHMIA K 000PYAOBAHUIO IS BbI- (0-18 6amoB)

IMMOJIHCHUS MOJACPpHHU3aIUN I/IH(i)OpMaLII/IOHHO-
KOMMYHI/IKaHHOHHOﬁ CHUCTEMBI

Bce KOMIUIEKTBI OIEHOYHBIX CPEACTB (KOHTPOJIBHO-U3MEPHUTEIHHBIX MaTEPHANIOB), HEO0XO-
JUMBIX JJIs OIEHKH 3HAHUM, YMEHUMN, HAaBBIKOB M (HMJIM) OMBITA JIEATEIBHOCTH, XapaKTePU3YIOIIHE
sTanbl (OpMHUPOBAHUS KOMIETECHIIMN B TMPOIECCe OCBOCHMS AUCLUUILIUHBI (MOIYIsA) MOAPOOHO
MIPEACTABICHBI B JOKyMeHTE «DOH/] OLIECHOYHBIX CPEACTB AUCIUIUTMHBI (MOTYIIS ).

7. YueOHO-MeTOAUYeCKOe U HHPOPMAILIMOHHOE o0ecneyeHre TUCHUIINHBI (MOIYJIs1)
7.10cHOBHAas1 yueOHas quTEpaTypa:

1. Axwmapos, II. b. KogupoBanue u 3amuta undopmanuu : yuebnoe nocodue / I1. b. Axkma-
poB. — MxeBck : YaI'AY, 2016. — 136 c¢. — Tekcr : 3nekTpoHHbIN // JIaHb : 3JeKTpOHHO-
o6ubnuoreunas cucrema. — URL: https://e.lanbook.com/book/133975.

2. Bayxkos, A. A. 3amurta uHpopManuu : yaeOHOe mocodue uiss OakajaBpuaTa U MarucTpa-
Typbl / A. A. Baykos, A. A. 3amuTa nHpopMauu : yuebHoe nocodue Jiis 6akaiaBpuaTa v

maructpatrypsl / A. A. BaykoB. — 2-e uzn., ucnp. u gon. — Mocksa : M3narenscTBo
FOpaiir, 2019. — 240 c. — (Bsicuiee oopazoBanue). — ISBN 978-5-534-01678-9. — Tekct
anekTpoHHsld // OOpasoBarenbHas 1miatgopma FOpait [caiit]. — URL:

https://urait.ru/bcode/444046 .

3. Ilernos, A. 10. 3ammra uHpOpMAIMK: OCHOBBI TEOPHUH : y4eOHMK i OakajaBpuara u
maructpatypsl / A. FO. Illernos, K. A. Illernos. — Mocksa : U3natensctBo HOpaiit, 2019.
— 309 c. — (bakanaBp u Maructp. Axagemudeckuii kypc). — ISBN 978-5-534-04732-5.
— Teker : anextponssid // OO6pazoBarenbHas miargopma [Opaiit [caiit]. — URL:
https://urait.ru/bcode/433715 .

4. Kazapun, O. B. IlporpamMMmHo-anmnapaTHble Cpe/icTBa 3allUThl HHGOpMauu. 3aluTa npo-
rpaMMHOro obecriedeHus : yueOHUK M mpakTukyM it By3oB / O. B. Kazapun, A. C. 3a06a-
OypuH. — Mocksa : UsnarensctBo FOpaiit, 2019. — 312 c¢. — (Cnenmanuct). — ISBN
978-5-9916-9043-0. — Tekct : snexkrpoHHbId // OOpazoBarenbHas miardgopma FOpaiit
[caiiT]. — URL: https://urait.ru/bcode/437163 .

5.  Hecrepos, C. A. MndopmarnonHas 6e301macHOCTh : Y4eOHUK M MPAaKTUKYM JJIs aKaJleMu-
yeckoro 6akanaBpuata / C. A. HectepoB. — Mocksa : U3narensctBo FOpaiit, 2019. — 321
c. — (Yuusepcuretsl Poccun). — ISBN 978-5-534-00258-4. — Tekcr : 21MeKTpOHHBIH //
ObC KOpaiit [caiiT]. — URL: https://biblio-online.ru/bcode/434171

6. VYMK]] «KonupoBanue u 3ammura HHDOpManMW» A HaMpaBICHUS MOATOTOBKHU
09.04.02 MudopmaiimoHHbIe CUCTEMBI U TeXHOIOrHH, Mudaypunck -2021

7. Bayxkos, A. A. 3amuTa uadopmanuu : yuebHoe nocodue g By3os / A. A. BHykoB. — 3-
e u3a., nepepad. u gon. — Mocksa : U3narensctBo FOpaiit, 2024. — 161 ¢. — (Bniciiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcrt : anekTpoHHbIi // OOpa3oBarenbHas
matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/537247 .
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7.2 JlonotHMTEJIbHASA y4eOHas1 JIUTepaTypa:

1. CoBpeMeHHBIC METOIBI OOECTICUeHHs 3aUThl nHpopManmu : yaeOHoe mocodue. — Yda
: BI'TTY umenu M. Axmymbl, 2016. — 112 ¢. — Tekcr : anexTponHslii // Jlans : smek-
TpoHHO-Onbmmoreunas cucrema. — URL: https://e.lanbook.com/book/90965 .

2. Bgenenwue B 3amuty nHpopmanuu ot BHyTpeHHUX UT-yrpo3 : yuebHoe nocodue. — 2-¢
u3n. — Mocksa : UIHTYUT, 2016. — 39 c¢. — Tekcr : anekTpoHHbIi // JlaHb : 31ek-
TpoHHO-Onbmmoreunas cucrema. — URL: https://e.lanbook.com/book/100720 .

3. CoBpeMeHHBIC METOJIbI OOECTICUeHUs 3aUThl HH(opManuu : yaeoHoe mocooue. — Yda
: BI'TTY umenu M. Axmysbl, 2016. — 112 ¢. — Tekcr : anexTponHslii // Jlans : snek-
TpoHHO-OubMmoreunas cucrema. — URL: https://e.lanbook.com/book/90965.

4. AmnwmkuHn, /[. B. Undpopmannonnas 6e30macHOCTh U 3amuTa HHGOpMaIuu : yaeOHoe T1o-
cooue / JI. B. Aaukun. — Cankr-IletepOypr : D0 CII6YTYuD, 2011. — 269 ¢. —
ISBN 978-5-94047-394-7. — Tekct: onekTpoHHbI / JlaHp : 3JIEKTPOHHO-
oubnuoreynas cucrema. — URL: https://e.lanbook.com/book/63950

5. baxapos, JI. E. UndopmannonHas 6e30macHOCTh U 3amuTa nHpopMaluu : ydeOHoe mo-
cobue / JI. E. baxapoB. — Mocksa : MUCUC, 2015. — 43 ¢. — TekcT : 31eKTpOHHBIH //
Jlanb : ANEKTPOHHO-OMOIMOTEeYHAS cucTeMa. — URL:
https://e.lanbook.com/book/116711.

6. TI'ynbrsesa, T. A. OcHOBBI 3a1uThl HH(pOpManuu : yuebHoe nocodue / T. A. I'ynbrsesa.
— HoBocubupck : HI'TY, 2018. — 83 ¢. — ISBN 978-5-7782-3641-7. — TekcT : a7ek-
TpoHHBIW /  JlaHb : ANEKTPOHHO-OMOINOTEeUHAS cucrema. —  URL:
https://e.lanbook.com/book/118234 .

7. Kpakosckuii, FO. M. 3amura nadopmanuu : yaeoHoe mocoodoue / FO. M. KpakoBckuii. —
PoctoB-na-/lony : ®enukc, 2016. — 347 c. — ISBN 978-5-222-26911-4. — Texkcr :
NEeKTpOHHBIN //  Jlanb  :  anekTpoHHO-OuOnmoreunas  cucrema. —  URL:
https://e.Janbook.com/book/102279 .

8. Mamok, A. A. Teopus 3amutsl HHGopmanuu / A. A. Mantok. — Mocksa : ['opsiuas -
Hus-Tenexom, 2015. — 184 c. — ISBN 978-5-9912-0246-6. — TekcT : 27€KTPOHHBIH //
Jlanb : 3JIEKTPOHHO-OUOIMOTEeYHAs cucrema. — URL:
https://e.Janbook.com/book/111077 .

7.3 MeToauueckne YKa3aHUSA M0 OCBOEHMIO TUCHMILJIMHBI (MOYJIs1)
Metoanueckue yka3aHus A7l IPOBEACHUS MPAKTUYECKUX 3aHATUH no aucuuminie «Koau-
poBaHue U 3amuTa uHGopmaruu» s Hanpasienus noarotoBku 09.04.02 UudopmannoHueie cu-
CTEMbI U TEXHOJIOTHHU

7.4 Uudopmanuonubie U nMpoBbIe TEXHOJOTMH (IPOrpaMMHOe o0ecredeHue,
coBpeMeHHbIe MpodeccuoHAIbHbIE 0a3bl TaHHBIX U HHPOPMALIMOHHBIE CIIPa-

BOYHbIE CHCTEMbI)

VYyeOHas aucuuminHa (MOAYJb) MPEIyCMaTPUBAET OCBOCHHE MH(OPMALMOHHBIX U LUGPO-
BBIX TEXHOJOIMHA. Peanuzanus u@poBbIX TEXHOIOTHI B 00pa30BaTeIbHOM MPOCTPAHCTBE SIBIISAETCS
OJTHOW M3 BaXKHEHIIHX IIeJield 00pa30BaHUsl, JAIOIIEH BO3MOXKHOCTh pa3BUBATh KOHKYPEHTOCIIOCO0-
HbIE KauecTBa 00y4Jaronxcs Kak OyAyIIuX BHICOKOKBATHU(PHUIIMPOBAHHBIX CHEIIMATNCTOB.

[{udpoBble TEXHOIOTHH MPEAYCMATPUBAIOT Pa3BUTHE HABBIKOB 3(PPEKTUBHOTO pEUICHUS 3a-
Ja4d npodhecCHOHANBHOT0, COLMATBHOIO, JJMYHOCTHOIO XapaKTepa C MCMOJIb30BAHUEM Pa3IMYHbIX
BUJIOB KOMMYHUKAIIMOHHBIX TeXHOJIOTUH. OcBoeHHe HMUPPOBBIX TEXHOJOTHH B paMKax JaHHON
JUCLUTUTMHBL (MOJYJIsI) OPUEHTHPOBAHO Ha CIIOCOOHOCTH 0€30MacHO M HaJJIeXKalIuM 00pa3oM Mo-
Jqy4aTh JOCTYI, YIPaBIATh, UHTETPUPOBATh, OOMEHMBATHCS, OLIEHUBATh U CO3JaBaTh MH(MOPMALIUIO
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C MOMOIIBI0 HU(POBBIX YCTPOHCTB M CETEBBIX TeXHONOrui. dopmupoBaHue IHU(PPOBOH KoMmIe-
TEHTHOCTH HIpeAronaraet paboTy ¢ JaHHBIMH, BJa/IeHUE HHCTPYMEHTAMHU AJ11 KOMMYHUKALIUU.

7.4.1 D1eKTPOHHO-0UO0INOTEYHbIE CUCTEMbI U 0a3bI JAHHBIX

1. OO0 «3BC JIAHb» (https://e.lanbook.ru/) (moroBop Ha okazanme ycayr ot 03.04.2024
Ne 6/1 (CereBast anekTpoHHas OuOIMOTEKA)

2. ba3a manHbIX 251eKTpOHHBIX HHOopMalmoHHbIX pecypcoB PI'BHY ITHCXB (morosop mo
00€CIIeYeHHIO TOCTYTA K 3JEKTPOHHBIM HHpopMarmonHeiM pecypcam @I'BHY ITHCXB uepes Tep-
muHan ynaieHHoro gocryna (TY ®I'BHY [THCXE) ot 09.04.2024 Ne 05-YT/2024)

3. DnexktponHas Oubnmoreunas cuctema «HammoHanmeHbI UGPOBOH pecypc «PyKOHT»:
Konneknun «bazosiit maccuB» u «Konoc-c. Cenbckoe xo3siictBoy (https://rucont.ru/) (moroBop Ha
OKa3aHue yCIyT MO MPeIoCcTaBIeHUIo gocTyma ot 26.04.2024 Ne 1901/bI122)

4. 000 «dnextponnoe m3narenscto FOPANTY (https://urait.ru/) (oroBop Ha OKa3zaHUe
YCIIYT TIO TPEJOCTaBICHUIO IOoCTyna K obpa3oBatenbHOl miatgopme OO0 «DieKTpoHHOE H3/a-
tenbctBo FOPAWTY ot 07.05.2024 Ne 6555)

5. DnexTpoHHO-OMbMMoTeuHas cucrema «BepHanckuii» (https://vernadsky-lib.ru) (morosop
Ha 0€3BO3ME3THOE MCIOJIb30BaHUE TIpou3BeaeHui ot 26.03.2020 Ne 14/20/25)

6. ba3a nannpix HOb «Hanmonanbnas snexrponHas oubmuoreka» (https://rusneb.ru/) (mo-
ropop o noakiatodennu k HOb u mpenocraBnenun noctyna k oobexktam HOb ot 01.08.2018 Ne
101/HBb/4712)

7. CornaiieHue 0 COTPYJHHUYECTBE MO OKa3aHUI0 OMOIMOTEeUHO-UH(POPMAIIMOHHBIX U COLIH-
OKYJBTYPHBIX YCIIYT IOJIb30BATENsIM YHHUBEPCUTETA U3 YHCJIA WHBAIMIOB IO 3PEHUI0, CIa00BUIs-
[IMX, THBAIUJOB JIPYIUX KaTerOpuil C OrpaHUYCHHBIM JOCTYNOM K WH(GOpPMAIUU, JHIl, UMEIOLIIX
TpyaHocTu ¢ yteHueM muiockoneuatHoro Tekcta TOI'BYK «TambOoBckast obnacTHasi yHuBepcalib-
Has HayyHas Oubnuoreka uMm. A.C. Ilymxunay (https://www.tambovlib.ru) (cornamenue o coTpya-
HuyecTBe oT 16.09.2021 Ne 6/H)

7.4.2. UndopManmoHHbIE CIIPABOYHBIE CHCTEMbI
1. CrpaBouHas npaBoBast cuctema Koncynbrantllmoc (JOoroBop mocTaBKH, aJanTalud U
conpoBoxaeHUs 3k3eMIusipoB cucteM Koncynprantllmoc ot 11.03.2024 Ne 11921 /13900/9C)
2. DnexTpoHHBIN nepuoauueckuii cnpaBouHuk «Cucrema TAPAHT» (noroBop Ha ycimyru
1o conpoBoxaeHuto ot 15.01.2024 Ne 194-01/2024)

7.4.3. CoBpemeHHbIe podeccuoHaIbHbIE 0a3bl JaHHBIX

1. baza ngaHHBIX HOPMATHUBHO-IIPABOBBIX aKTOB WH(OPMAIMOHHO-00pa30BaTENbHOM Mpo-
rpammbl «PocmeTron» (moroBop ot 15.08.2023 Ne 542/2023)

2. baza ngannpix Hayunoii snekrponHoit 6ubnmorekn eLIBRARY.RU — poccuiickuii uH-
(bopManMOHHO-aHATUTUIECKUH TIOPTaJ B 00JIaCTH HAYKH, TEXHOJIOTHH, METUITIHBI H 00pa30BaHUS -
https://elibrary.ru/

3. I[Moptan oTkpwITHIX JaHHBIX Poccuiickoit @eneparuu - https://data.gov.ru/

4. OtkpbiThie pgaHHble DenepanbHON  CoyKObl TOCYAApCTBEHHOM CTaTHCTHUKU -
https://rosstat.gov.ru/opendatalIpodeccuonanpapie  0a3bl  MaHHBIX.  3amuTa  WHPOPMAIUHA
http://www.is027000.ru/

5. [Tpodeccuonanpabie 6a3bl JaHHBIX. 3amuTa nHGopmaruu http://www.is027000.ru/

6. [TpodeccronanbHbIe 6a3bl JTAaHHBIX. OcHoBBI 0e301acHOCTH BeO-
npunoxkeHuithttps://martinfowler.com/articles/web-security-basics.html

7. IIpodeccuonanbubie 6a3pl naHHbIX. UM. E.M. OBcsnkuna. Mupopmanuonnas 6es-
OmacHOCTh. 3amuTa uHpopmanuuhttp://all-ib.ru/
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7.4.4. JInueH3M0OHHOE U CBOOOHO pacIPOCTPaHsieMoe IPOrpaMMHoOe odecreye-

HHUEC, B TOM YUCJIC OTCYCCTBCHHOI'O INIPOMU3BOJACTBA

Ne HaumenoBanue PazpaboTunk [10 HoctynHocTh Ccbuika Ha Enunbiit PexBusutel noaTsep-
(nmpaBooOnana- | (nMMuEeH3nOHHOE, peecTp pOCCHHCKIX KJTAFOLIETO JTIOKYMEH-
TEJNb) cBOOOIHO pac- | mporpamm st OBM u Ta (P HAJIUYNN)
MIPOCTpaHIEMOE) B/J1 (ipu Hammaum)
1 Microsoft Windows, Microsoft JInersnonnoe - JInnensus
Office Professional Corporation ot 04.06.2015 Ne
65291651 cpok neit-
CTBHS: OECCPOYHO
2 AHTHBHpYCHOE IIPO- AO «Jlaboparo- | Jluuensmonnoe | https://reestr.digital.go CyO0nuIeH3nOHHbIH
rpammHoe obecrieue- | pus Kacnepcko- v.ru/reestr/366574/?sp noroeop ¢ OO0
uue Kaspersky TO» hrase id=415165 «Cogrexc» ot
Endpoint Security mis (Poccus) 24.10.2023 Ne 6/H,
OuzHeca CPOK JIEUCTBHS: C
22.11.2023 o
22.11.2024
3 | MoiiO¢uc Cranaapt- 00O «Hogsie Jlunensuonnoe | https://reestr.digital.go Kontpakt ¢ OO0
HBIH - 00JTaYHbIC TEX- v.ru/reestr/301631/?sp «PyOuKon»
OducHsbrit naker Hojorum» (Poc- hrase id=2698444 oT 24.04.2019 Ne
JUIs paboTHI C TOKY- cusl) 036410000081900001
MEHTaMH U [OYTOM 2
(myoffice.ru) CpOK JercTBHA: Oec-
CPOYHO
4 OoducHsI1 makeT AO «P7» Jlnuensnonnoe | https://reestr.digital.go Kontpakt ¢ OO0
«P7-Ocpucy v.ru/reestr/306668/?sp «Codrexcy
(meckTomHas BEpCHst) hrase 1d=4435041 o1 24.10.2023 Ne
036410000082300000
7
CpOK JIeHCTBUS: Oec-
CPOYHO
5 | Omnepaumonnas cucte- | OOO "bazanpt Jlnuensnonnoe | https://reestr.digital.go Kontpakt ¢ OO0
Ma «AneT OOpazoBa- | cBOOOIHOE MPO- v.ru/reestr/303262/?sp «Codrexcy
HUEY rpaMMHOE obec- hrase id=4435015 ot 24.10.2023 Ne
neueHue" 036410000082300000
7
CpOK JIeHCTBUS: Oec-
CPOYHO
6 | [Iporpammuas cucrema | AO «AHTHILIA- Jlunensnonnoe | https://reestr.digital.go | JlunensnonHslit noro-
Jutst oOHapyxeHust Tek- | ruar» (Poccus) v.ru/reestr/303350/?sp | Bop ¢ AO «AHTHIIIA-
CTOBBIX 3aUMCTBOBa- hrase id=2698186 ruat» ot 23.05.2024
HUH B yUeOHBIX U Ne 8151, cpok neit-
Hay4HBIX paboTax ctBust: ¢ 23.05.2024
«AnTtunnaruat BY3» o 22.05.2025
(https://docs.antiplagia
us.ru)
7 Acrobat Reader Adobe Systems CB00OOTHO pac- - -
- IPOCMOTP JIOKYMEH- MPOCTpaHsIeMoe
toB PDF, DjVU
8 Foxit Reader Foxit Corporation | CBobojHO pac- - -

- IPOCMOTP JIOKYMEH-
toB PDF, DjVU

IPOCTpaAHACMOC
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https://ru.wikipedia.org/wiki/Adobe_Systems
https://ru.wikipedia.org/w/index.php?title=Foxit_Corporation&action=edit&redlink=1

7.4.5. Pecypcbl HHPOPMAITMOHHO-TEJIEKOMMYHUKANMOHHOM ceTH « UHTEpHET»

1. CDTOwiki: 6a3a 3nanwmii mo nudposoit Tpancopmanuu https://cdto.wiki/

2. CIT Forum. URL: http://www.citforum.ru (nara obpamenus 12.06.2011).

3. Kypunan «3amura wHbopmaruu. Mucaiia». URL: https://www.inside-zi.ru/ (mata
oOpatuenus 12.06.2011).

4. InformationSecurity: Nudopmannonnas 0€301acHOCTb. URL:
http://www.itsec.ru/main.php (mara oopamenus 12.06.2011).

5. Nudopmanmonnas 6e3omacuHocts. URL: https://securityvulns.ru/ (mata oOparieHus
12.06.2011).

6. Caiitr ®enepanbHON Ciy)0bl TocyaapcTBeHHON ctaTucTuku (Poccrar). DnekTpon-
HBII pecype. Pexxum nocrtyna: http://www.gks.ru/

7. Caiit TepputopuanpHoro oprana denepallbHONW CIYKObI TOCYJApPCTBEHHOH CTa-

TUCTUKA 10 TamOoBckoil oOmactu (TamOoBcraT). DNEeKTpOHHBIM pecypc. Pexum mocryma:
http://tmb.gks.ru/

8. Pexum nmocryna: http://www.rbc.ru/ - PocbusnecKoncantunr

9. Pexum noctyna: http://www.devbusiness.ru/development/staff.htm

10.  Caiir BeICIICH aTTecTaOHHOM KoMmuccuu // http://vak.ed.gov.ru

7.4.6. lIlndpoBbie HHCTPYMEHTBI, IPUMEHsIEMbIe B 00Pa30BaTeJILHOM NpoLecce
LMS-nmnatdopma Moodle
Bupryansnas nocka Mupo: miro.com
Buptyansnas nocka SBoard https://sboard.online
Buptyansnas nocka Padlet: https://ru.padlet.com
O6naunslie cepBuckl: Snnekc./[uck, O6nako Mail.ru
Cepaucs onpocoB: Angexc @opmbl, MyQuiz
Cepsucsl BusieocBs3u: SHaekc Teaemoct, Webinar.ru
. CepBuc coBMecTHOM pabOThl HajJ MOpOEKTaMu  JUIs
http://www.trello.com

PN R LD =

HEOOJIBIITNX Trello

rpymnm

7.4.7. llndpoBbie TEXHOJOTHH, IPUMEHsIEMbIe IPH U3YYEHHUHU JUCHUILIHHbBI

Ne | Hudpossie TexHomoruu | Buasl yaueOHOH paboTHI, BeION- | DopmMupyembie
HsIEMbI€ C IPUMEHEHUEM IUPPo- | KOMIETEHLIUN
BOM TEXHOJIOTUH
1. | OGma4yHbIe TEXHOIOTUHU Jlexun VK-1, TIK-1,
[IpakTuyeckue paboThI [1K-2
(JTaBopaTopubie paboThI)
2. | Texuomnoruu 6ecrpo- Jlexmun VYK-1, TIK-1,
BOJTHOM CBSI3HU [IpakTuueckue paboThI I1K-2
(JTabopaTopHblie pabOThI)
3. | HoBble npousBoactBen- | Jlekuuu VK-1, IIK-1,
HBIE TEXHOJIOTUU [IpakTuyeckue paboThI [IK-2
(JTaBopaTopubie paboThI)
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https://cdto.wiki/
http://www.citforum.ru/
https://www.inside-zi.ru/
http://www.itsec.ru/main.php
https://securityvulns.ru/
http://www.gks.ru/
http://tmb.gks.ru/
http://www.rbc.ru/
http://www.devbusiness.ru/development/staff.htm
http://vak.ed.gov.ru/

8. MartepuajibHO-TeXHUYECKOE o0ecnevYeHne TUCIUITUHbI (MOLYJI51) (MOLYJIA)

HaumeHnoBaHue cne-
LIMAJILHBIX TTIOMEIIe-
HUM U IOMEILEHUH
JIJISI CAMOCTOSITEIIb-
HOW pabOTHI

OCHaHIeHHOCTL CIeLUaJIbHBIX TMOMEILCHUN U ITIOMEIIEHUM A1 CaMOCTOSTEIbHOM pa6OTI)I

393760, Poccus,
TamboBcKast 0061aCTh,
r. MuuypuHCk, yi.
WHTepHaunoHanbHas,
mom Ne 101, 2/32

YueOHas ayAuTOpHs JUIS IPOBEACHUs y4eOHbIX 3aHATHI JIEKIMOHHOTO THIa: IHTepakTHBHAS
nocka — 1 mr.; CucteMHbli kKomrutekT — 1 mt.; [IpoexTop Viewsonic — 1 mwt. Habopsl nemon-
CTPAIIIOHHOTO 000PYAOBaHMS U YIeOHO-HATIIITHBIX TOCOOH.

393760, Poccus,
TamboBckas 00J1aCcTh,
r. MuuypuHCk, yi.

WHTepHaunoHanbHas,
moMm Ne 101, 1/114

Y4ebHast ayquTOpHs AT MPOBEACHUS yIeOHBIX 3aHATHI CEMUHAPCKOTO THIA, KypCOBOTO
MPOEKTHPOBAHMS (BBIOJHEHHUS KYPCOBBIX PaboT), TPYNIIOBEIX U HHIUBUAYAIBHBIX KOHCYIIb-
TaIiA, TEeKYIIEro KOHTPOJISA U IIPOMEKYTOTHOH aTTecTanuu (KOMIBIOTepHBIH Kitacc): Cu-
cremubiid koMoiekT (IIpomeccop Intel Original LGA 1155 Celeron) — 9 mir.; Kabuner ocHa-
IIeH MaKeTaMH, HarJISIHBIMH y4eOHBIMU IIOCOOUSIMH, TPEHAXKEPAMH U JPYTUMHU TEXHUYE-
CKUMU cpencTBamMu. KoMIbloTepHas TEXHHKA MOJKII0YeHa K ceT « M HTepHeT» n obecrneueHa
qoctynoM B OMOC yHuBepcurera.

393760, TamboBcKast
00J1aCcTh,
r. Mu4ypuHcK, yi.
WurepHanuoHanbHasi,
oM Ne 101, 1/210

[Tomemenue a1t caMOCTOSITENBbHON paboThl: mpuHTep — 3 mt., MAY Canon i-Sensys MF
4410, noyroyk Hewlett Packard Pavilion, komnbtotep — 3 mr, komnbetorep Celeron E 3300,
kommberotrep Dual Core, kommerotep OLDI 310 KJI, komupoBansHbiii anmapat Kyocera. Kowm-
IBIOTEPHAs TEXHUKA TOAKIIOUeHA K ceTH «VIHTepHeT» 1 00eceyeH JOCTYI B 3IEKTPOHHYIO
MH()OpMAMOHHO-00pa30BaTEIBbHYIO CPEly YHUBEPCHUTETA.

PaGouas mporpamMma AUCHMILTUHBI (MOJYJIsl) COCTaBlieHa B COOTBETCTBUH C TPEOOBaHUAMU
®OI'OC BO — maructparypa no HanpasiaeHuto noaroroBku 09.04.02 NudopmaiimoHHbie CUCTEMBI U
TEXHOJIOTHH, YTBEPKACHHOTO prkazoM MunobpHayku PD ot 19.09.2017 Ne 917.

ABTOpBI:

Crapmuii npenoaasarens kadeaps mareMatuku, pusuku 1 UT [Tuenunuesa H.B. |
npodeccop kadeapsl Matematuku, pusuku u UT Byrenko A.1.

Penensenrt:

3aBeAyrOMMi Kadeapoit cTangapTU3aIlui, METPOJIOTHH U TEXHUYECKOTO CepBHUCa, K.T.H., JI0-
ueHt XaryHies B.B.

ITporpamma paccMoTpeHa Ha 3aceaHnu Kadeapsl MaTeMaTHKH, (GU3UKU U MH()OpMaIMOH-
HbIX TexHosoruit. [Ipotokon Ne 9 ot 01.06.2023.

ITporpamma paccMOTpeHa Ha 3aceJaHuu Y4eOHO-MEeTOANYECKONH KOMUCCUH HHKEHEPHOTO
uHctutyta ®I'6OY BO Muuypunckuii I'AY, nporokon Ne 10 ot 19.06.2023.

[Iporpamma yTBepsKeHa pelieHneM y4eOHO-METOAMYECKOI0 COBETa YHUBEPCUTETA IIPOTO-
kot Nel10 ot 22.06.2023.

[Iporpamma nepepaboTana u A0MOTHEHA B COOTBeTCTBHH ¢ TpeboBaHusiMu ®I'OC BO.

IIporpamma paccMoTpeHa Ha 3aceaHuu Kadeapsl MaTeMaTHKH, GU3UKA U MH(POpMaIOH-
HbIX TexHosioruii. [IpoTokoin Ne 6 ot 14.05.2024.

IIporpamma paccMOTpeHa Ha 3aceaHuu Y4eOHO-METOAMYECKOW KOMUCCUU MHKEHEPHOT O
nHctutyra ®I'6OY BO Muuypunckuii I'AY, npotokon Ne 9 ot 20.05.2024.

[Iporpamma yTBepsKeHa pelieHneM Y4eOHO-METOAMYECKOTO COBETa YHUBEPCUTETA IIPOTO-
ko1 Ne 9 ot 23.05.2024.

OpuruHan JoOKyMeHTa XpaHHUTCs Ha Kadeape MaTeMaTHKU, GU3UKHU U HH(OPMAITMOHHBIX

TEXHOJIOTUH.
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